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Most of us agree: the Internet and electronic 
technology have made our lives much easier. 
However, that same technology can work 
against us as well. According to a study 
conducted by the Center for Strategic and 
International Studies (CSIS) and sponsored by 
the antivirus software company McAfee in 2014, 
cyber crime accounts for business losses of up 
to $445 billion dollars. In turn, these losses 
force businesses to cut jobs, which affects the 
economy at all levels—locally, nationally, and 
globally. Add to these direct monetary losses 
the additional element of idea theft, and the 
threat posed by cyber crime can be seen as 
potentially catastrophic.

In our industry, cyber crime is as close as 
the gas pump. ”Skimming” entails using an 
electronic capture device (or “skimmer”) 
to obtain credit and debit card numbers 
fraudulently when customers swipe their cards 
or enter information on the electronic keypad 
at the pump. Criminals find ways to set up 
skimmers on pumps that can mimic legitimate 
operations. Some devices are installed on top of 
the original keypads to capture the customer’s 
keystrokes, and some are even installed inside 
the fuel dispenser panels.

What can you do to prevent losses and thwart 
these sneaky thieves? Most experts make a 
simple suggestion: Visually inspect the fuel 
dispensers regularly. Of course, criminals are 
persistent, but making sure that each pump 
shows no visible signs of tampering can be 
an effective way to reduce skimming. Also, 
verifying that any work done on the dispensers 
is performed only by authorized personnel 
can serve as a deterrent to cyber thieves. Be 

suspicious of activity around the fuel islands, 
especially the ones on the far side.

At Spirit® Petroleum, we take cyber crime 
seriously, and we are here to point the way 
to answers if you have questions about cyber 
security and fuel dispenser integrity. Protecting 
your equipment can prevent you from being the 
next target for skimmers.

Cyber Crime at the 
Gas Pump

State Executive Profile
Jay McKeeman – California 
Independent Oil Marketers 
Association

After nearly 18 years working in various 
capacities for the California Independent Oil 
Marketers Association (CIOMA), Jay McKeeman 
has lost none of his passion for grappling 
with the issues facing the state’s petroleum 
marketers. “It’s a complex industry, and we’re 

in a particularly complex business environment 
here in California,” he asserts. “But I’ve always 
enjoyed looking for solutions, enjoyed the 
continual search for ways to move the ball 
down the field in the interests of our members.”

A lifelong resident of the Golden State, 
McKeeman completed his bachelor’s degree 
in environmental administration at California 
State University, Chico, and his master’s degree 
in public administration from University 
of Southern California. After beginning his 
career as a land-use planner, he joined Kahl 
Associates, a Sacramento lobbying organization. 
One of the firm’s major clients was the Western 
States Petroleum Association, and it was that 
relationship that led to his coming aboard 
with CIOMA as executive vice president. For a 
number of years he ran CIOMA’s day-to-day 
operations and also managed the annual Pacific 
Oil Conference.

Today, as Vice President of Government 
Relations and Communications, McKeeman’s 
energies go toward advocating for CIOMA’s 
members among state legislators and agency 
representatives. His job has become more 
challenging of late, due to state government 
initiatives to reduce greenhouse gas emissions. 

“California’s government has fully embraced an 

experimental leadership role in reducing these 
gases and has identified petroleum products as 
the number one enemy of the environment,” he 
states. “Bills introduced in 2015 and backed by 
the Brown administration would have required 
a 50% reduction in petroleum use by 2030.”

“There were bills providing subsidies for electric 
vehicles, or outright mandating the substitution 
of electric, hydrogen, or natural gas energy 
sources for petroleum-based fuels,” McKeeman 
reports. “We did help defeat these measures 
in the legislature, but the governor has now 
proposed an avalanche of regulatory initiatives 
with similar goals. It all pretty much boils down 
to criminalizing petroleum in this state. If that 
happens, our members will be forced to reduce 
operations or shut the doors. There’s a sense that 
opponents on this issue are at war with each other, 
and it really is an ‘all hands on deck’ situation 
for us here at CIOMA and for our members.”

In such an environment, McKeeman is quick 
to praise the benefits of the Spirit® brand 
for California marketers. Flexibility and 
affordability are an asset in any environment 
but particularly in one where regulatory costs 
are so high, he believes. “Spirit® is a terrific 
alternative, and one that our marketers would 
do well to consider.”



Licensee Profile

Watts Petroleum Corporation – 
Lynchburg, VA

Today servicing the urban and rural areas 
of central, southern, and southwest Virginia 
around Lynchburg, Watts Petroleum had 
rather humble beginnings—literally. “My father 
John Watts got into the business in the 1930s 
driving a horse-drawn tank wagon for Humble 
Oil Company and delivering five-gallon cans 
because they had no pumps,” recalls company 
president John Watts, Jr.  Watts Petroleum was 
founded around 1936 when the senior Watts 
began operating as a commission agent for Gulf 
Oil Company, supplying heating oil, kerosene, 
and gasoline to homes and fuel stations

Gulf remained the company’s principal brand 
for decades and through many reconfigurations 
of the business, including the move from 
commission agent to independent marketer. 
Watts stuck with the brand through Gulf’s 
acquisition by Chevron in 1984, rebranding 
its Gulf sites to Chevron. But when Chevron 
decided to pull out of the northeast in 2010, 
Watts Petroleum was bereft of its major brand.

“We established a relationship with Marathon, 
but for various reasons Marathon wouldn’t 
agree to brand some of our smaller stores,” 
recalls Watts. “So we went with the Spirit® 
brand for those. We’ve developed the brand as 
we go, and it’s worked really well for us.”

Watts, who started working for his dad’s company 
as a teenager painting pump island curbs during 
the summers, especially likes Spirit’s image and 

the flexibility of working with a brand that 
enables the marketer to make the decisions 
about how to run his business. “We are a 
wholesale supplier of motor fuels, propane, 
and heating oil and really like the flexibility of 
sourcing product ourselves at price points that 
work for us. Plus we have that great image on 
our Spirit® sites; it’s definitely a growing presence 
in Virginia, and we’re proud to be a part of it.
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Vendor Spotlight
Jones-Blair Company

As we mentioned in the summer 2015 newsletter, 
the Jones-Blair Company, Spirit® Petroleum’s 
exclusive provider for high-quality protective 
paints and coatings, is now affiliated with 
Hempel, a Denmark-based supplier of coatings 
products for the decorative, protective, marine, 
container and yacht markets. Founded in 1915, 
Hempel is based in Denmark and is recognized 
as a world leader in the coatings industry.

In the words of Jones-Blair’s CEO, Jeff Powell, 
“We are excited about the acquisition…This 
is a win-win situation for both companies. 
Hempel’s global presence will allow us to 
broaden our customer, product, geographical 
and technological base.”

Spirit® has enjoyed a long and productive 
relationship with Jones-Blair, which is based 

in Dallas. The company is responsible for 
formulating the exclusive paint colors used in 
Spirit®’s patriotic color scheme and is a favorite 
with licensees for its excellent communication, 
responsive customer service, consistent pricing, 
and prompt shipping. Spirit® marketers and 
dealers are also quick to praise Jones-Blair 
products, which apply easily, resist fading and 
chipping, and hold up well under harsh weather 
conditions. Over time the savings in labor, 
materials and business disruptions resulting 
from fewer repaint cycles add up significantly.

According to Kristal Bluemer, Jones-Blair 
Account Manager for Spirit® licensees, the 
Hempel acquisition will not affect the client 
experience at Jones-Blair. “Nothing changes 
for our imaging clients,” she said. “We will 
continue to protect your premier brand image 
and provide unique solutions such as mildew 
resistant canopy deck coatings, as always.”

For more information or to place an order, contact: 
Jones-Blair Customer Service, Elida Rodriguez 
Toll-Free: 800-492-9400, or 214-353-1604 
www.jones-blair.com/reimaging


